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Executive Summary

Modern software development now operates across a code-

to-cloud continuum, where applications are continuously built,
tested, deployed, and monitored through automated pipelines.

This shift has created security challenges that span the entire
application lifecycle, from source code and CIl/CD systems to
containers, cloud workloads, and runtime environments.

This white paper examines those challenges through two
complementary approaches: Application Security Posture
Management (ASPM), which helps reduce risk before
deployment, and Application Detection and Response (ADR),
which helps detect, investigate, and respond to threats in
production. Together, these approaches help security and
development teams connect posture, telemetry, and runtime
context across the full code-to-cloud journey.
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Introduction: The Code-to-Cloud
Security Challenge

Today's applications follow a complex path from
development to production. Code moves through
development environments, testing systems, CI/CD
platforms, container registries, and eventually into cloud-
based runtime environments. Each stage introduces risks
that traditional, siloed security approaches often fail to
connect.

The code-to-cloud continuum has also become an
attractive target for attackers. Compromises in source
code, build systems, dependencies, or deployment
pipelines can create downstream exposure in production.
High-profile incidents such as SolarWinds show how early-
stage compromise can lead to broad operational and
security impact. This makes it critical for organizations to
connect application security, cloud posture, workload
protection, and runtime detection across the full lifecycle.

© 2026 AllRights Reserved | Uptycs | www.uptycscom —_—



uptycs®™ | WHITE PAPER

Application Security Posture Management (ASPM):

Securing the Left Side of the Continuum

Core Concepts

Application Security Posture Management represents the development and pre-production side of code-to-cloud security.
ASPM helps teams identify and remediate risks earlier in the lifecycle, before vulnerable code, misconfigured infrastructure,

exposed secrets, or unsafe images reach production.
Key Components of ASPM

1. Code Security
Automated scanning of application code for security
vulnerabilities, insecure coding practices, and potential
backdoors. This includes both proprietary code and
open-source dependencies.

2. Infrastructure as Code (IaC) Security
Validation of infrastructure definitions (Terraform,
CloudFormation, Kubernetes YAML) against security
best practices and compliance frameworks before
deployment.

3. Secrets Management
Detection and remediation of hardcoded secrets, API
keys, and credentials in application code and
configuration files to prevent credential leakage through
native integration with source code repositories.
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4, Container Image Security

Scanning container images for vulnerabilities, excessive
permissions, and unsafe configurations before they're
pushed to registries and deployed.

. Cl/CD Pipeline Environment Security

Comprehensive assessment and hardening of CI/CD
infrastructure, including Cl server posture management, CD
platform security monitoring, pipeline infrastructure
hardening, proper credential security and rotation, build
environment integrity validation,and comprehensive audit
logging to detect unusual activities or unauthorized changes.

6. Software Bill of Materials (SBOM)

Generating and validating detailed inventories of all
software components to ensure supply chain integrity
and provide transparency into third-party dependencies.
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ASPM solutions should integrate with development tools (e.g. SAST, Source Code Repositories) and CI/CD platforms to
implement security controls at various pipeline stages including:

e Pre-commit hooks in source control management systems e Image scanning before registry publication
e \Vulnerability scanning as part of your build process e Compliance validation before deployment to staging or
production

e Policy enforcement for infrastructure configurations

Application Detection and Response (ADR):
Securing the Right Side of the Continuum

Core Concepts

Application Detection and Response focuses on the runtime side of the code-to-cloud continuum. It provides continuous
visibility, threat detection, investigation, and response for applications and workloads running in production cloud
environments. ADR recognizes that not every risk can be eliminated before deployment, which makes runtime telemetry and
behavioral context essential for detecting active threats, validating exposure, and responding quickly.

Key Components of ADR

1. Runtime Application Visibility 2. Cloud Workload Protection
Continuous monitoring of application behavior, API calls, Specific security controls for various cloud deployment
data access patterns, and user interactions in cloud models including containers, virtual machines, and
environments. serverless functions.
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3. Behavioral Analysis 5. Automated Response
Establishing baselines of normal application behavior to Implementing automated remediation actions such as
detectanomalies that may indicate compromise or abuse. blocking suspicious connections, isolating compromised

workloads, or reverting to known-good configurations.
4. Threat Detection

ldentifying known attack patterns, zero-day exploits, and 6. Forensic Capabilities
malicious activities targeting applications in cloud Providing detailed telemetry and logs for post-incident
environments. investigation and threat hunting.

Closing the Loop: Uptycs' Integrated Code-to-Cloud Security Approach
The Seamless Security Continuum

Uptycs helps close the gap between development-time security and runtime protection by connecting application posture,
cloud infrastructure context, workload telemetry, and detection signals in one Al-native CNAPP platform. Instead of treating
ASPM and ADR as separate workflows, Uptycs helps teams understand how risks move from code to cloud, prioritize what
matters in production, and investigate findings with the context needed to act.

With Juno Al Analyst, teams can ask security guestions in natural language, investigate detections, and verify findings using

evidence from cloud, Kubernetes, workload, and runtime context. This helps streamline investigation workflows while keeping
analysts grounded in verifiable security data.
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The Uptycs Solution
Uptycs'integrated code-to-cloud security approach helps bridge traditional security gaps by:
1. Unified Security Context Generation 2. Bidirectional Intelligence Flow
Correlating SAST findings with Uptycs’ runtime and Leveraging runtime attack pattern data to inform
cloud infrastructure telemetry to create a holistic view of development-time security controls while using SAST
security posture, helping security teams trace production vulnerability information to guide runtime monitoring
vulnerabilities back to their code-level origins through priorities, creating a continuous feedback loop that
comprehensive lineage tracking. strengthens security across the application lifecycle.

3. Risk-Based Prioritization

Applying consistent risk scoring methodologies across the application lifecycle, allowing organizations to focus remediation
efforts on vulnerabilities that pose the greatest risk based on runtime context, exposure, exploitability, and production impact.

Privileged container, Overly permissive cluster role, Role with unrestricted access to kubernetes resources, Cluster role with unrestricted access
to kubernetes api-groups, Host network access, Host IPC access, Control Plane Access and Pod exposed to Ingress from Internet detected

Il container-eks-scdemo-exposure 6 t3.medium 3 demo-eks-risk-cluster i scdemo  # pod-eks-scdemo-exposure-687F7b9dc4-Inmz5
N
{ & Assign To | ( X Close Risk | 5] Create Exception ] { [Z Create Jira Ticket ‘ 3
L J L 2
Risk Assesment:High ® Risk Discovered Status Risk Factor Last Evaluated
02/11/2025 08:33:39 (24 days ago) 0 open 03/07/202510:42:08 (a minute ago) 0
LIKELIHOOD OF BREACH
T @ Intemet Exposure Your resource has been flagged with multiple security concerns.
g u §% Miscontiguration * Cluster role with unrestricted access, clusterrole-eks-scdemo, attached to the service account rbac-sc-sa-eks on pod pod-eks-scdemo-exposure-687t7b9dc4-Inmz5 in namespace
% scdemo belonging to cluster demo-eks-risk-cluster has access to all kubernetes resources @
2
=

« Cluster role with unrestricted access, clusterrole-eks-scdemo, attached to the service account rbac-sc-sa-eks on pod pod-eks-scdemo-exposure-687f7b9dc4-Inmz5 in namespace
scdemo belonging to cluster demo-eks-risk-cluster has access to all kubernetes api-groups @
Severtty: => IMPACT SEVERITY * Pod pod-eks-scdemo-exposure-687f7b9dc4-Inmz5 in namespace scdemo belonging to cluster demo-eks-risk-cluster has access to control plane @&
@ Identity and Access * Overly permissive cluster role, clusterrole-eks-scdemo, attached to the service account rbac-sc-sa-eks on pod pod-eks-scdemo-exposure-687f7b3dc4-Inmz5 in namespace scdemo
belonging to the cluster demo-eks-risk-cluster, has permission to create/ update/ delete/ patch resources @)
* Pod pod-eks-scdemo-exposure-68717b9dc4-Inmz5 in namespace scdemo from cluster demo-eks-risk-cluster has access to host's network communication @»
see more

Hide Summary -

Image: Risk based Prioritization
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4. Automated Remediation

CVSS: 10 (Critical) Published On First Seen

2021/12/10 00:12:00 2024/02/05 19:02:00
Workﬁows EPSS
St | . | b | t © Exploitable Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security releases 2.12.2, 212.3, and 2.3.1) JNDI
reamiini ng vuinerablil y £ Zero Day o features used in configuration, log messages, and parameters do not protect against attacker
. %o .
ma nage me nt by C reat| ng © Impacted Packages @ controlled LDAP and other JNDI relat?d endpoints. An attacker who can control log messages or log
o ting Svst message parameters can execute arbitrary code loaded from LDAP servers when message lookup
tICKetS In deV€|Opm€nt ; T:t‘:":"""g tYSd:"‘S (S substitution is enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
pacted Resources C 12 D 5160 (along with 2122, 2.12.3, and 2.3.1), this functionality has been completely removed. Note that
SVSTG ms Whe nvu | NEra ble £ Endpoints %) this vulnerability is specific to log4j-core and does not affect log4net, log4cxx, or other Apache
components are identified 8 Clusters (o )  ‘lossingServicesprojects.
i i i 111 Containers
in runtime, complete with 17 Images 3
. & Functi
remediation context and S Functions SR
. Hide Summary =
guidance for faster
resolution.

Image: Streamline Vulnerability Management

& Packages & Remediations =| Exploits |j| References

All Assets ) Endpoints 4 Clusters ) Containers (@) Images @) Functions )

All Impacted Resources v | Q Addfilters

4 Affected Resources Show UVS () Download # ] [ T Sort }
ASSET SEVERITY PACKAGE FIRST SEEN/LAST SCANNED
o g s —_— S months ag0 :
AWS host 10 [|: 3hours ago ¢
P fé} ptum-gcp-atk-1 Severity 8 months ago :
GCP host [} 20 hours ago °
GETED
o :E';} protectum-ec2-1 S ENSSthass) 6 months ago .
AWS host ¥ s this a Crown Jewel (Critical) asset? [I; 18 hours ago :
. Has the asset received connections from internet
o @ cspml-vuln-ec2-2 ¥ (Public IP)? 6 months ago .
AWS host 4 Has the asset location changed? [| 19 hours ago °

+ Are there any malwares found on the asset?

Image: Streamline Vulnerability Management (Cont.)
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5. DevSecOps Enablement
Supporting modern development practices by embedding security throughout the CI/CD pipeline while giving developers actionable context on how
code-level decisions affect production security posture.

Repository Build Registry

Allow Auto Merge
False

Two Factor Requirement enabled
True IO

Image: Security through the CI/CD pipeline posture management

Branch Protection

Violations

Dependabot Alerts

Code Scanning Alerts

@ Log entries created from user input ( Error )
#15 opened 10 months ago e Detected by CodeQL

@ Log entries created from user input ( Error )
#16 opened 10 months ago « Detected by CodeQL

@ Duplicate switch case w':-Error- )
#17 opened 10 months ago e Detected by CodeQL

(@ Disabled TLS certificate check
#13 opened 10 months ago e Detected by CodeQL

Image: Security through the CI/CD pipeline posture management (Cont.)
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6. Image Provenance Tracking

Establishing clear chains of accountability through container lineage tracking that identifies the commit, pull request, and developer associated with

vulnerable components.

Security

©

CON-118: introduce next generation server

©,

CON-114: Move terraform to its own directory. \-__‘ A/ n o‘
/
/ PR

‘CON-113: Document APl inthe readme.

©,

+4 pulirequests
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Packages Layers {-j Provenance

uptycsk8s-docker-
local.jfrog.io/jfrog-
test/apiserver-demo:115

Branch
main

Image Digest
sha256:5ee04cc743960aela70b9f562f... I

Security Posture

@ Vulnerabilities
& Malware

&3 Secrets

a4

image_provenance_demo #115

@

Uptycs/image_provenance_demo

Image: Image Provenance showing lineage tracking




7. Comprehensive Visibility
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Delivering unified dashboards that visualize security posture across the application lifecycle, from initial code commits to
production workloads, giving teams clearer insight into risk across the code-to-cloud journey.

Benefits of Uptycs' Approach

By implementing Uptycs' integrated code-to-cloud security approach, organizations can:

e Reduce meantime to remediation by connecting
runtime findings to affected workloads, images, and
code-level origins.

e Prioritize vulnerabilities and misconfigurations using
production context, not severity scores alone.

e Improve collaboration between development, DevOps,
and security teams through shared evidence and
ownership context.

e Strengthen software supply chain security with image
provenance, SBOM visibility,and CI/CD posture insights.

e Supportcompliance and audit readiness with clearer
documentation of container origins, changes, and
runtime exposure.

e Accelerate investigations with Al-assisted, evidence-
packed workflows through Juno Al Analyst.
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Uptycs delivers the industry’s first Unified CNAPP with integrated XDR,
powered by Juno - the only verifiable Al Security Analyst.

Unlike traditional CNAPPs that rely on static snapshots, Uptycs unifies cloud
configuration data with deep runtime telemetry across cloud, containers, and
endpointsinto a single Unified Ontology. Trusted by the Fortune 500, Uptycs
powers Continuous Threat Exposure Management (CTEM) by normalizing
telemetry into a single data lake, enabling the Juno Al Analyst to provide
"Glass Box" transparency, turning hours of investigation into minutes of
verified answers.

( Learn more at uptycs.com/juno-ai )
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