Uptycs®

Redefining Your Security Experience:

Introducing the Improved Uptycs Cloud Security Platform Ul

It's never a bad time to take something great and make it even better. At Uptycs, we are excited to unveil our
platform’s reimagined Ul. This update is designed to make your experience more intuitive and efficient while
empowering you to achieve your security goals with greater ease.

What's Changing?

Enhanced Navigation: All Security Outcomesin One View

We're shifting the focus from an attack surface-centric view to a security outcome-centric approach.
With this change, all key security outcomes—Ilike cyber asset inventory, compliance, risk, vulnerabilities,
and detections—are consolidated into a single, unified view. Whether you're managing cloud
environments, endpoints, or Kubernetes clusters, you'll now have all the information you need in one
place, saving you time and effort. Additionally, you can filter by attributes such as attack surface, cloud
provider, or application to gain deeper insights.

Consistent User Experience: Seamless and Intuitive

Consistency is key, and this update ensures that every dashboard and configuration follows a unified
design. Clear calls to action guide you through workfiows, making each interaction straightforward and
intuitive. Whether you've been using Uptycs for years or are just getting started, you'll find the platform
easier to navigate and more user-friendly.

Improved Focus on Key Attack Surfaces

While our focus has shifted to security outcomes, we've enhanced the ability to filter by attack surface
when needed. Your selected attack surface will now be remembered as you move between features,
keeping your workflow uninterrupted and letting you zero in on what matters most.

Key Features to Watch Out For

Unified Cyber Asset Inventory

Manage and view all your hybrid cloud infrastructure and software assets—whether in the cloud, on
endpoints, or within Kubernetes—from a single location. This centralized view ensures no asset goes
unnoticed and provides the foundation for comprehensive security management.

Consolidated Risk and Compliance Views

Get actionable insights into risks and compliance issues across your environments. Filter risks by attack
surface, asset type, business unit/teams, or application to focus on what's most important and address
concerns efficiently. Compliance views are designed to help you meet standards seamlessly across
diverse environments.



Advanced Vulnerability Management
Quickly identify and resolve vulnerabilities with an improved interface. Filters enable you to focus on
specific environments, such as containers or cloud, for targeted and efficient solutions.

Centralized Alerts and Detections

Handle alerts more effectively with a unified system that consolidates all detections in one place. This
streamlined approach helps you act swiftly and confidently, ensuring you never miss a critical event.
Additionally, the new interface sets the stage for future capabilities like sensitive data management
(e.g, secret scanning, DSPM for cloud and on-prem environments) and enhanced threat-hunting tools.
Advanced users will benefit from features like SQL-based threat hunting for proactive security
measures.

The Technical Enhancements

Role-Based Access Control (RBAC)

We've integrated a new RBAC model to improve user permissions and filtering capabilities. The new
Role-Based Access Control seamlessly manages complex cloud environments through SecurityZones,
Accesslevels, and Roles—giving you precise control over who accesses what across your organization.
Our RBAC solution enables effective isolation and management of resources across different business
units, ensuring security boundaries remain clear while maintaining complete visibility and audit
capabilitiesThis update ensures that users see only what is relevant to their role, enhancing both
security and usability.

Advanced Filtering Options
Further improvements include the ability to filter data by attributes like security zones, giving you more
granular control and insight into your environment.
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Share Your Feedback

As you explore the new Uptycs platform, we'd love to hear your thoughts. Share your
feedback via our support channels or join our upcoming customer feedback sessions.
Your input will help us refine and improve the platform to meet your needs better.

We're excited to bring you this refreshed platform and elevate your experience with
Uptycs. Thank you for trusting us with your security journey. Together, let’s build a safer,
more efficient future.




