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The Uptycs Threat Intel Team has identified a phishing campaign impersonating 
the United States Postal Service (USPS). The attackers target the victims by 

unsolicited text messages or web links. This type of attack is commonly known 
as smishing.

Smishing is a form of phishing that uses mobile phones as the attack platform. 
Victims will generally receive a fraudulent text message designed to entice the 

recipient into disclosing personal or financial information.

The criminal executes this type of attack with the intent to gather personal and 
financial information like credit card numbers.

THREAT INTELLIGENCE
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Threat Intel Activity

In the reported smishing activity it was noted that the attackers reached out to the victims by initiating a text 
message stating that a USPS delivery requires a response from them.

On doing more research, Uptycs Threat Intel Team has discovered more than 1k live phishing websites 
associated with this campaign activity.

Analysis of one of the live websites masquerading as a USPS website in the phishing domain is outlined below.

Figure 1: Fake USPS website link
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Figure 2: Update page for personal details	

Figure 3: Payment details page	

Upon entering all details and clicking 
on Check Availability, it goes to the 
payment details page as shown in 
Figure 3.

Here, it asks for billing information 
and credit card details like card 
number, CVV, and expiry date.

Upon clicking on Click Update, it 
asks for personal details like name, 
address, phone number, etc.
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On providing all required details, it asks the victim to press the Check Out with Credit or Debit Card.

It next moves to the tracking page, stating that Information has been updated along with the tracking number.

			 

Figure 4: Tracking updated page

Later, the tracking page redirects quickly and goes to the legitimate website of USPS.

				  

Figure 5: USPS legitimate website
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Redirecting to legitimate websites is the usual method most phishing campaigns use to trick the victims, to 
make it appear that it is a common inquiry check.

Upon analysis, Uptycs Threat Intel Team found that the threat actor successfully collected the desired 
personal and financial information in their database.

Ultimately, the collected information could be used in multiple ways to impact the victim by leaking the 
information or selling these details to other cyber attackers.

Additionally, all the live websites checked are titled USPS - Linkfly, as shown in Figure 6.

.		

Figure 6: USPS - Linkfly title website

After in-depth analysis, Uptycs Threat Intel Team concluded that there is a high possibility this phishing 
campaign activity is being organized by Chinese threat actors. 

Additionally, it’s been discovered that the campaign targets span worldwide.

Most of the observed servers/domains were hosted in the United States, and other countries like Canada, 
Germany, China, Singapore, and Russia.
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Figure 7: Server/domain host countries

In response to this threat, Uptycs has blocked all the 1050+ indicators that were found while investigating this 
phishing campaign.

Figure 8: Presence of indicator in database



About Uptycs
Uptycs helps drive DevSecOps excellence, bringing teams together to master threat operations, meet 

compliance mandates, and reduce risk across clouds, containers, and endpoints. Take back control of 

your security data, get the correlated insights you care about most, and take decisive action.

Shift up your cybersecurity with Uptycs. Learn how at: Uptycs.com

Recommendations

•	 Avoid clicking on links, phone numbers, or attachments in suspicious text messages.

•	 Contact the concerned entity directly through their official website or published contact information.

•	 Be wary of messages that create a sense of urgency.

•	 Never provide sensitive information like passwords or account recovery codes via text.

•	 Use legitimate anti-malware software for protection against cyber-attacks.

SECURITY RISK

SEVERE


