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New SEC Cybersecurity Rules:

Compliance Strategies with Uptycs

The New Rules: What Are They2

The new rules, introduced on July 26,2023, require companies to disclose the following

information regarding a material cybersecurity incident on their form 8-K:

e The material aspects of the nature, scope, and timing of the incident; and

o The material impact or reasonably likely material impact on the registrant, including on
the registrant’s financial condition and results of operations.

Disclosure of material cybersecurity incidents: This disclosure must be filed within four
business days of determining that a cybersecurity incident is material.

Risk Management, Strategy, and Governance Disclosure: Requires registrants to describe
their processes, if any, for assessing, identifying, and managing material risks from

cybersecurity threats.

Uptycs Solutions for Complying with SEC Cybersecurity Rules
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MITRE ATT&CK-mapped detections by Uptycs ensure swift
identification of cybersecurity breaches, aligning with the
SEC's reporting timeframe.

Uptycs offers extensive insights into infrastructure
and workloads, crucial for assessing and reporting the
materiality of a cyber incident as per SEC requirements.

Uptycs provides historical data and real-time information,
helping companies understand and communicate the
impact of cyber incidents to stakeholders.

Uptycs facilitates visualization of the breach's impact,
aiding in the detailed disclosure of cyberattacks and their
mitigation strategies in compliance with SEC rules.
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