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The Cloud is Complex A

Workload Context:

° Vulnerabilities

[ J

° ::;:el:lsve data Risk Scorecard ®
Internet Exposure RISK EVALUATION:
Anomalous Behavior n é

@ Cloud Context: Threats and Malware ik g

e  Mis-configurations Identity and Access 3

o Attack path Misconfiguration Yes %

o Network exposure Exposed Secrets Yes . 3
Attack Path 5

Acceptable Intolerable

Vulnerabiities Severity —>

Business Context:
e  Environment type
e Team assignment
e  Critical resource
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Attack Path A
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----- Possible Lateral Movement ~ Lateral movements:

----- Network Network
----- Access to resources

W Critical resource
A nternet exposure Temporary SSH keys via SG

Temporary SSH keys
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Risk Prioritization A
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RDS Internet Exposure Misconfiguration
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S3 Internet Exposure Misconfiguration

AWS S3 Bucket: Compliance Breaches with GuardDuty Findings

> Critical 1 aws

S3 Misconfiguration Threats and Malware




Resources

Understanding Attack Paths & Risks

@ Uptycs’ Security Graph

Mastering Cloud

Security Series: Uptycs’ Cloud Discovery

Uptycs’ Risk Prioritization

Join us on Friday,
11am EST

for Part 2:

e Deep Dive into
Uptycs' Attack Path,
Security Graph, and
Cloud Discovery
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https://www.uptycs.com/blog/mastering-cloud-security/attack-path
https://www.uptycs.com/blog/mastering-cloud-security/security-graph
https://www.uptycs.com/blog/mastering-cloud-security/discovery
https://www.uptycs.com/blog/mastering-cloud-security/riskprioritization
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Shift up your cybersecurity with Uptycs!
Learn more at uptycs.com



