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Digital Transformation
Using cloud services



Digital Transformation 

Brings new risks that must be managed

IT as a Service Agile
Enables rapid Business-Led Change 
but creates volatile services, workloads and 

resources.

Flexible
DevOps approach is flexible to business needs 
and customer feedback 

but creates new risks.

Responsive
Just in Time Resources - Servers, Storage and 
Services on demand 
but create new management challenges. 



Three Major Concerns

Fined $80M for hack that exposed 
100 Million accounts

Compliance Failure

Fined £20m by UK (ICO) for a data 
breach affecting 400,000 customers.

Data Breaches

REvil set the price of a universal 
decryptor at $70 million

Business Continuity
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That must be managed

Source: KuppingerCole Research

https://www.cbsnews.com/news/capital-one-hack-credit-card-applications-settlement/
https://www.cbsnews.com/news/capital-one-hack-credit-card-applications-settlement/
https://www.bbc.co.uk/news/technology-54568784
https://www.bbc.co.uk/news/technology-54568784
https://www.wired.com/story/kaseya-ransomware-nightmare-is-almost-over/
https://www.kuppingercole.com/


Challenge Infrastructure as Code

Relayed requests to a key back-
end resource.

Misconfigured WAF

The VM was assigned  
excessive privileges

Excessive privileges

To list and read the files and 
buckets even when encrypted.

Used to Access S3

OCC fined and required risk 
management changes

$80M Fine
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Capital One Data Breach 2019

Capital One Indictment US District Court Seattle

https://www.justice.gov/usao-wdwa/press-release/file/1188626/download


Challenges
From the multi-cloud hybrid IT service delivery



Challenge: Shared Responsibility

Can lead to confusion and poor security controls

Virtual Services
Your Compute, Storage 
and Networks. 

Access
To your services and
your data.

Application
Your applications, code,
configuration and deployment.



Challenge: Inconsistent Capabilities and Tools

Each cloud has own capabilities, tools, APIs and user interfaces

Ad Hoc 

Approach

To security and 

compliance

Identity 
Data 
Protection

Vulnerability  
Management

Network 
Security

Management
InventoryInventory

Identity Data 
Protection

Vulnerability  
Management

Network 
Security

Management



Cloud Acronym Soup

Siloed solutions don’t meet the challenge 

CSPM

§ Inventory

§ Visibility

§ Measurement

§ Risk reporting

§ Compliance

CIEM

§ Control over cloud 

infrastructure elements

§ Virtual Resources have 

entitlements

§ These are invisible and 

can be misused

§ Visibility and Control

CWPP

§ Protection of the 

DevOps cloud

§ Container based 

workloads

§ Serverless cloud

§ Visibility and Control

§ Over VMs, Containers 

and Serverless

XDR

§ Threat Detection

§ Block and remediate

§ Incident Response

§ Security Hygiene

§ Vulnerability 

Management.



Inventory

Identity Data 
Protection

Vulnerability  
Management

Network 
Security

Management

Desired Approach - Consistent Platform

For a mature approach to secure multi-cloud services

Identity 
Data 
Protection

Vulnerability  
Management

Network 
Security

Management
Inventory

CSPMCWPP XDRCIEM KSPM CDSPM

Consistent 

Platform
Across the Multi-Cloud



Cloud Security Platform
What are the capabilities to look for?



Cloud Security Platform

What a Cloud Security Platform should offer

Eight Major Areas:

• Basic functionality

• Cloud Entitlements

• Cloud Storage Security

• Cloud Network Security

• Cloud Compute Security

• Cloud Container Security

• Cloud App Security

• Cloud Posture Management



Basic Capabilities

For Cloud Security Posture Management

Inventory

Of what needs to be 

governed:

§ Services

§ Service elements

§ In use and owned 

Visibility

Of security and compliance 

of cloud assets:

§ Against Policy

§ Against best practices

§ Against regulations

Control

Policy based controls for 

cloud assets:

§ Enforce

§ Remediate

§ Report



Cloud Entitlement Risks

Cloud Administrators and Cloud Infrastructure

Weak AuthN

Protect against account 

takeover:

§ Weak authentication

§ Compromised credentials

§ Unused / orphan accounts.

Excessive Privilege

Limit scope of attack / 

misuse:

§ Least privilege

§ Separation of Duties

§ Audit / Attestation

Infrastructure

Limit attack paths and 

technical exploits:

§ Service elements

§ Least privilege

§ Activity monitoring



Cloud Network Risks

From virtual networks in the cloud services

Topology

Discover topology and control 

points :

§ Range of Cloud Services

§ AWS, Azure, Google, Oracle

§ VMware, OpenStack, Hyper 

V

Configuration

Risks related to control point 

configurations:

§ Routing vs Policy.

§ Protocols vs Policy 

§ Zero Trust

Certificates

Risks related to the 

Certificate management

§ Self-signed Certificates

§ Weak encryption

§ Certificate Root



Cloud Compute Security

Virtual Servers in the cloud service

Virtual Servers

Cover Native Virtual Sever 

types for:

§ Range of Cloud Services

§ AWS, Azure, Google, Oracle

§ VMware, OpenStack, 

Hyper V

Entitlements

Risks related to VM  

entitlements:

§ Excessive privileges.

§ Without an owner

§ Dormant / not used

OS Config

Risks related to the OS set 

up:

§ Known CVEs

§ Missing Patches

§ Root enabled



Cloud Container Risks

Kubernetes within the cloud service

Registry

Kubernetes Registry:

§ Discovery and visibility

§ Access controls

§ Lifecycle audit 

§ Transport security

Image

Risk related to images and 

their deployment:

§ OS Images

§ 3rd Party Packages

§ Code scanning

§ Container Drift

Runtime

Container runtime risks:

§ Discovery and visibility

§ Threat detection

§ Behavior analysis

§ Risk ranking



Security and Compliance Posture

Provide Visibility and focus

Financial Impact

The potential financial impact of the 

risk.

Risk Score

A configurable score for the risk.

Categories

Risk described in categories (High, 

medium, Low).

Laws / Regulations

With predefined policies out of the 

box. (e.g., GDPR, HIPAA, TISAX, 

PCI/DSS)

Frameworks

Frameworks with policies provided 

out of the box.  (e.g., ISO 27001, 

COBIT,)

Best Practices

Best practices with policies out of the 

box.  (e.g., NIST, MITRE, CIS)



From CSPM to CNAPP
Security and Compliance for the multi-cloud



Summary

Dynamic infrastructure and DevOps need Dynamic Controls and Governance.

Cloud Security 

Challenges

§ Shared Responsibility

§ Dynamic resources

§ Every cloud has its 

own tooling

Digitalization 
increases Cyber 
Risks

§ Business Continuity

§ Data Breaches

§ Compliance failure

Cloud Acronym 

Soup

§ Siloed solutions

§ Inconsistencies

§ Ad hoc governance

Cloud Security 

Platform

§ Complete and 

comprehensive

§ Dynamic guardrails

§ Support best practices 

and compliance
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Uptycs Unified 
CNAPP and XDR

Shift up security

Andre Rall
Director of Cloud Security
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What outcomes does a CSPM deliver?

5Confidential. All rights reserved.

Asset discovery & configurations

Securing your posture

Compliance in the cloud

Risk assessment = CSPM



Why CSPM is not enough: Holistic view

6Confidential. All rights reserved.

Cloud SecurityEndpoint

CSPM Blindspot ! Blindspot ! Blindspot !Blindspot !Blindspot !

Developers 
Laptops Workloads

Asset Discovery 
& 

Configurations
Compliance Kubernetes 

Security EntitlementsBehavioral
Activity

› Threat actors don’t think in silos › Interconnected cloud services

› Threat landscape has expanded › Cloud Native Protection Platform (CNAPP) is 
becoming a standard



What is a CNAPP?

7Confidential. All rights reserved.

Cloud Security

KSPM CDR CIEMCWPP

Workloads Kubernetes 
Security EntitlementsBehavioral

Activity

Risk Assessment = CSPM Behavioral Activity = CDR

Kubernetes Security = KSPM

Identity Security = CIEM Workload Security = CWPP

CSPM

Asset Discovery 
& 

Configurations
Compliance



CNAPP also needs to include developer workspaces

8Confidential. All rights reserved.

Cloud SecurityEndpoint

KSPM CDR CIEMCWPPXDR

Developers 
Laptops Workloads Kubernetes 

Security EntitlementsBehavioral
Activity

Risk Assessment = CSPM Behavioral Activity = CDR

Kubernetes Security = KSPM

Identity Security = CIEM Workload Security = CWPP

CSPM

Asset Discovery 
& 

Configurations
Compliance

Dev. Workspace Sec. = XDR



Malware

Developer laptop

Threat Actor

Identity 
Provider

Code 
Repository

Cloud service 
provider

Amazon RDS

1 2

3 4

5

Major breaches often start with the developer’s laptop



Malware

Developer laptop

Threat Actor

Identity 
Provider

Code 
Repository

Cloud service 
provider

Amazon RDS

1 2

3 4

5

Early Warning System
XDR

Protect the developer environment that connects to your cloud

Uptycs Sensor



Example Warning: Impossible Travel



Early warning system: CSPM (Risk Assessment)

12Confidential. All rights reserved.

KSPM CWPP CDRCIEMCSPM

Asset open to the internetExample 
Warning 1:

AWS root account access key 
exists 

Example 
Warning 2:



Early warning system: CIEM (Identity Security)

13Confidential. All rights reserved.

KSPM CWPP CDRCIEMCSPM

User has full administrator 
privileges

Example 
Warning 1:

Unused entitlementsExample 
Warning 2:



Early warning system: KSPM (Kubernetes Security)

14Confidential. All rights reserved.

KSPM CWPP CDRCIEMCSPM

Container escape 
to the host system

Example 
Warning 1:

Default service 
account lateral 
movement

Example 
Warning 2:



Early warning system: CWPP (Workload Security)

15Confidential. All rights reserved.

KSPM CWPP CDRCIEMCSPM

                                       Reverse shell detected
Example 
Warning 1:

SSH keys allow for lateral 
movement 

Example 
Warning 2:



Early warning system: CDR (Behavioral Activity)

16Confidential. All rights reserved.

KSPM CWPP CDRCIEMCSPM

Privilege escalation via 
IAM policy reversion

Example 
Warning 1:

New action for a userExample 
Warning 2:



Summarize it all

17Confidential. All rights reserved.

Need to focus on multiple attack surfaces, 
including developer laptops

CSPM by itself opens you to blind spots

Keeping yourself secure requires a platform 
(CNAPP) that gives you complete coverage

Threat actors are cloud security experts
• The cloud has become their playground



Appendix



Uptycs is the first unified CNAPP and XDR platform 

Structured & Normalized Telemetry

Identity Fabric Data LakeFlight Recorder Threat  
Correlation

Lambda 
Analytics

Detection 
Network

Detection 
Cloud

KubernetesCloud Providers Cloud Workloads
Container Runtime SaaS and IdentityEndpoints

Host OS 
Attack 
Surfaces

Governance, 
Compliance & 
Audit Evidence

Reduce Risk 
Via…

Ask Uptycs Cyber Asset 
Inventory & 

Insights

Extended Detection 
& Response 

(XDR)

Cloud-Native 
Application 

Protection Platform 
(CNAPP)

Uptycs Confidential & Proprietary. All rights reserved. 19



The three key platform capabilities…

20

1. Discover 2. Audit 3. Secure

What’s out there?
Inventory and Insight

Identify what’s wrong and fix it
Hygiene and Security Posture 

Management

Respond to suspicious behavior
Detect, Respond, Block and/or 

Remediate 

Confidential. All rights reserved.



Some popular use cases 
to get started with Uptycs



Some popular use cases…

22

› Laptop to cloud early warning system

› Mastering threat operations

› Linux security at scale

› K8s and container security at scale

› Team augmentation with managed 
detection and response (MDR) 



Create a cloud security 
early warning system



Malware

Developer laptop

Threat Actor

Identity 
Provider

Code 
Repository

Cloud service 
provider

Uptycs Sensor

✗
     ✓

Uptycs ZTS

ZTNA
Provider

Major breaches often start with the developer’s laptop



Malware

Developer laptop

Threat Actor

Identity 
Provider

Code 
Repository

Cloud service 
provider

Uptycs Sensor

✗
     ✓

Uptycs ZTS

ZTNA
Provider

Uptycs unifying golden thread — from laptop to cloud 



Malware

Developer laptop

Threat Actor

Identity 
Provider

Code 
Repository

Cloud service 
provider

Uptycs Sensor

✗
     ✓

Uptycs ZTS

Uptycs Cloud Security 
Early Warning System

ZTNA
Provider

Gives defenders a cloud security early warning system 



27Confidential. All rights reserved.

Uptycs Detection Cloud

Structured and Normalized Telemetry

Identity Provider Code Repository Cloud Service ProviderDeveloper Laptop

Uptycs Sensor



Master your threat 
operations



Extensible with Powerful Threat Exposure Management  

Extensible API First Threat Exposure Mgmt.

SaaS

Identity

› Behavioral and anomaly detection

› Attack path analysis

› YARA rules

› Correlate discrete events

› Lateral movement detection

› 1700+ rules mapped to ATT&CK

› Threat intel feed

› Secrets scanning

› VirusTotal integration

› Protection, blocking, and remediation

› User-driven security

29Confidential. All rights reserved.



Reduce dwell time with real-time security graph and attack path analysis and monitoring 

30



Tag and group 
assets, tailor threat 

analysis via 
detection as code, 
and create custom 

dashboards

Master your threat operations

Search across your 
live infrastructure 

or investigate 
historical states 
going back up to 

13 months

Tag and group 
assets, tailor threat 

analysis via 
detection as code, 
and create custom 

dashboards

Customize for 
DevSecOps efficiency

Kill or pause a 
process, disable 

users, quarantine a 
host, run mediation 
scripts, and more

Don’t Just Detect.
Defend.

31Confidential. All rights reserved.

Fastest
Speed-to-know



Malware Detection
and Forensic Investigations

32

“I would not want to do 
security anywhere 
without this level of 
visibility.”

Confidential. All rights reserved.

› 13k+ productivity endpoints across Windows, 
macOS, and Linux

› Faster time to resolution of incidents

› Replaces a traditional forensic investigation 
tool with much more efficient data gathering 
and analysis

Uptycs XDR for SEI



Linux security 
at scale



Linux security at scale

› Blazing fast response times with 
osquery-based agent with eBPF

› Support for rare Linux distros, IBM 
AIX, Linux on Z, Amazon Linux, 
and HPC environments

› Powerful detections framework for 
tracing processes and forming 
event alerts

34



Uptycs meets the needs of 
cybersecurity, compliance, 
and platform teams

35

“Great compliance configuration, FIM, 
and XDR—and a data recorder for 
threat hunting.”

Confidential. All rights reserved.

› Hybrid deployment: 60k Linux endpoints, 20k Windows 
endpoints including workstations and 40k hosts in the cloud

› PCI compliance and CIS benchmark audits

› FIM and configuration monitoring

› Threat hunting and incident investigation

› Integrations with Splunk and ServiceNow

Uptycs for Comcast



K8s and container 
security at scale



Kubernetes and container security at scale

37

› Single pane of glass 

› Compliance reporting / evidence

› KPI-based vuln. management

› Real-time threat detections

Real-time correlation of data 
plane risks with K8s control 
plane misconfigurations

Confidential. All rights reserved.



Securing your innovation pipeline with shift left controls

38

Developer Laptop 

Development CI/CD Control Plane Data Plane

Code 
Development

Git Repository

Code Pull

Node 1

Node 2

Node 3

CI / CD Tool Registry

Container
Runtime

Container
OrchestrationCI Scanning Registry 

Scanning

Confidential. All rights reserved.
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Real-Time Threat Detection and Correlation
Correlate runtime data plane threat info with 
misconfigurations in your K8s control plane 

Examples

Confidential. All rights reserved.

External request to 
command execution 
in pod - T1610 
Execution Kubernetes

Privileged pods being 
created in Kubernetes 
cluster - T1610 
Execution Kubernetes 



Managed Detection and 
Response



41Confidential. All rights reserved.

Managed 
Onboarding

Managed 
Monitoring

Managed 
Protect

Prepare

Identify

Contain / Intel 
Development

Eradicate

Recovery

Uptycs Managed Services Coverage



42Confidential. All rights reserved.

Uptycs for Crossbeam

Crossbeam lowers risk and 
costs with CNAPP, XDR & MDR

“Uptycs is a single 
solution where we can 
correlate data across 
endpoints, containers, and 
cloud.”

› Uptycs responds to alerts so Crossbeam’s 
SecOps team can focus on strategic tasks

› Single UI and data model provides visibility 
across endpoints, containers, and cloud

› Meet SOC 2 and ISO 27001 security controls 
for FIM, malware detection, and more

› Easy to answer questions about risk, such as 
Log4j exposure


