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Quick Overview

Key eBPF Concepts

eBPF (extended Berkeley Packet Filter) is a Linux kernel technology that enables high-fidelity runtime
visibility directly from the kernel. It provides a powerful and stable method for observing system activity
across Linux servers and containerized workloads in real time.

eBPF safely runs lightweight programs within the Linux kernel to observe network activity, system calls,
process execution, and other runtime events without modifying kernel source code. Organizations
increasingly rely on eBPF at scale because it delivers deep kernel-level visibility, strong operational stability,
and low-overhead telemetry collection across Linux servers and containers. eBPF is also a preferred
alternative to traditional audit frameworks such as auditd for modern runtime monitoring and telemetry
collection.

Core benefits:

Security

Programs are effectively sandboxed,

{@} Speed and performance

eBPF enables efficient event collection and

processing directly at the kernel level,
reducing overhead while improving
performance for high-volume telemetry
workloads. eBPF is also a just-in-time (JIT)
compiler. After the bytecode is compiled,
eBPF isinvoked rather than a new
interpretation of the bytecode for every
method.

r A
L@J Low intrusiveness

When leveraged as a debugger, eBPF
doesn't need to stop a program to observe its
state.

meaning kernel source code remains
protected and unchanged. The verification
step ensures that resources don't get
choked up with programs that run infinite
loops.

@ Convenience

It's less work to create code that hooks
kernel functions thanitis to build and
maintain kernel modules.



Cﬁ_,o‘ Unified tracing

eBPF gives you a single, powerful,and
accessible framework for tracing processes.
This improves runtime visibility, accelerates
investigations, and strengthens threat
detection across Linux environments.

E/li? Programmability

Using eBPF enables richer runtime
telemetry and deeper operational context
without introducing additional layers of
complexity. Likewise, since code is run
directly in the kernel, it's possible to store
data between eBPF events instead of
dumping it like other tracers do.

Modernizing Runtime Visibility with eBPF and osquery
A modern approach to Linux telemetry

Integrating eBPF with osquery enables
continuous runtime monitoring across Linux
servers and containerized environments. Thisis
especially important for cloud-native production
workloads that require real-time visibility, scalable
telemetry collection, and low operational
overhead. Combined with cloud automation,
eBPF delivers real-time security observability and
runtime context for monitoring high-volume event
dataacross modern infrastructure.

For osquery, eBPF is a preferred alternative to the
auditd framework. Unlike auditd, eBPF does not
rely on a single telemetry consumer model. This
helps avoid agent conflicts and resource
contention in environments where multiple
security or observability tools require access to
runtime events.

eBPF also provides advantages for assets that
already rely on logging frameworks or security
agents consuming auditd events. Because eBPF
operates close to the kernel in a read-only model, it
delivers efficient runtime monitoring with minimal
system impact.

eBPF also provides richer container context than
traditional audit frameworks. While auditd can
collect telemetry from containers, it struggles to
associate events with namespaces or cgroups
used to isolate processes across different
containers.

Uptycs correlates runtime events across
namespaces, CEroups, processes, and containers
to deliver unified visibility into containerized
workloads and cloud-native environments.

Scaling eBPF Runtime Telemetry with Uptycs

With eBPF, Uptycs inserts probes into the kernel to monitor security-relevant runtime events. When osquery
starts, telemetry is passed back to the userland osquery process for analysis and correlation. This greatly
reduces the resource utilization needed for in-depth security monitoring while enabling scalable runtime
telemetry collection. eBPF is also easily configured and does not introduce deployment delays.



Compatibility @ Detections

Uptycs maps kernel memory to support Uptycs enriches eBPF telemetry with process
compatibility across different Linux kernel ancestry, runtime relationships, and contextual
versions, enabling eBPF programs to be correlations that help security teams trace
compiled once and efficiently used across activity across Linux systems and containers.
diverse Linux environments.

This enables faster investigations, stronger detections, and more actionable runtime insights without
requiring complex manual correlation. Unlike traditional open-source osquery implementations that rely
heavily on multiple JOINs and process table correlation, Uptycs streamlines runtime detection workflows
with deeper telemetry context.

uptycs®™

Uptycs delivers the industry’s first Unified CNAPP with integrated XDR, powered by Juno - the only verifiable Al
Security Analyst.

Unlike traditional CNAPPSs that rely on static snapshots, Uptycs unifies cloud configuration data with deep runtime
telemetry across cloud, containers, and endpoints into a single Unified Ontology. Trusted by the Fortune 500,
Uptycs powers Continuous Threat Exposure Management (CTEM) by normalizing telemetry into a single data lake,
enabling the Juno Al Analyst to provide "Glass Box" transparency, turning hours of investigation into minutes of
verified answers.

C Learn more at uptycs.com/juno-ai )
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